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1. (L ®HIC

ASCEX, Linux 7 —F/VE Y 2 — /Ui Gfarm O#ELEEZGIA L= O TH D,
Gfarm DA X H——70 & B OBEFIEICHOWTIE, BEfFDO R¥ o A &5l
DT L,

2. ENMERERIRIE
AR AT AiE, L TFORE CIMEMR LT, TNLUANOREGIT A A M) Ba— g,

BA—=FNN—=T g3 L) TlE, AT —0, PHILRWIED T E 225 a[REMVEN &
%,

HH {8 Tk

CPU Intel 64bit CPU (x86_64) uname -m

0S CentOS Linux release 6.2 (Final) cat /etc/redhat-release
kernel 2.6.32-220.e16.x86_64 uname -r

gce 4.4.6 20110731 gcc -v

libevent | 1.4.13 yum info libevent-devel

728, gfarm2 1 —FVE T 2 —/LiE, fuse & sunrpc B —FIIE Y 2 — L EFIHT S,
/lib/modules/"uname —r'/kernel/ifs/fuse/fuse.ko, net/sunrpc/sunrpc.ko} 23 % 7>, ZHLH A
=RV HPIAEN TV DMER D D,

3.ty k7T

3.4 VRS IVRIRD &

3.1.1 libevent

77V r—3 3 22 C UID/GID O 3LF4I/ID 2 #1% 17 5 ug idmapd BFIHT 257 A4 77
Vaty N7y 7 T5, 774NV ETIEITAT T LA A R—LEINTNORNDT,
Ny BT AN ERTLRIE Ny r—T %A VA NV TOMERD D,

root TLLFZFATT 5,

# yum install libevent-devel

bL, FTAT7T7VZOEDHEA A =L TWRITIUT, BLFTA VA F—F 2%,

# yum install libevent




312Linux A—3RILY—X
H—=FIVET 2a— DAL IRA VL, =NV —A (7272, ~v X T 7 AN ED
ATV BUETH D,

root CLA T #FHEITT 5,

# yum install kernel-devel

Z DOt%. lusr/src/kernels/'uname -r (-2 % ¥ /usr/src/kernels/2.6.32-220.e16.x86_64) (T .
Makefile o~y X7 7 A NI ENDHDH Z L HMHERT D, ¢ 77 A MIHES TRV,
NN DOEFIC —x Y — R E B AL, linuxkernel/Malefile @
REAL_ROOTDIR IZZDT 4 V7 NV ZFKETHZ &,

32 ELLF

BT LS RS Y —A—RE B BT ERGT 5,
% ./configure --enable-linuxkernel
% make

“—-—enable-linuxkernel”Nf< 2 & T, Foy 7T 4LV 7 FUVET® linux 74 L7 b
U T make BT D (ZNTETOEND LRV,

“——enable-linuxkernel” REH Y 72 DIT libevent NN L | Jeonfigure [T T —IZ
%,

33A4VA =

Z D%, root TLAFZFEITT 5,

# make install

HEH O Gfarm A A F—MIINA, BITO7 7 A Vs iskiz 2 & 2l 45 2 &

® /sbin/mount.gfarm (mount =~ > FOMEARIZ L Y, H#(Z/sbin 1T <)

® /usr/local/bin/ug_idmapd (A > A h—/L A%, .Jconfigure ® prefix {5 EIZHE D)
® /lib/modules/"uname -r'/extra/gfarm?2.ko

® /etc/init.d/gfsk

3.4 ESZREER

1. H—FRNEY a—Lha— RafEEd(root TEIT)

# /sbin/modprobe gfarm2

# /sbin/lsmod | grep gfarm?2




gfarm2 316606 2

fuse 66138 1 gfarm?
sunrpc 241630 2 gfarm?
# /sbin/rmmod gfarm?2

2. ug_idmapd N EE) A HEAH (root TIHAT)

# /etc/init.d/gfsk start

# ps ax | grep ug idmapd

1601 2 Ss 0:00 /usr/local/bin/ug idmapd -P
/var/run/ug_ idmapd.pid

# /etc/init.d/gfsk stop

4., 1—H— - FIL—TIFHROR(E

41 HH

N —=FINVEY 22— VT, T-E DT 7 ANV AT AT 2 — VIZHENE ARIIC, 22—
P IN—=TT IR AMERDF = v 7 53—V D VFS JBIZ &> THTh D, 2072,
Gfarm RO —%— . ZL—TFH e K RATLE2FPTLHREO2—H—« J)L—
TREEFA—IZLTENRFIUL, BERLRWT 7B AMHRT T =225 TLED,

%72 ug idmapd 1%, Gfarm R DO2—H— « T —TFZ0FFH % ID FHIZEBT HER,
HET DT T R RITHUT nobody 1295, w7 MMEIZ1s -1 72 £ LT, nobody 2% A
216, TOVAT LTELT B v Mefls -1 THEER) Z BN 5 Z &,

4.2 Gfarm tRO1—4—FHHY b+

Gfarm RO 2—WF—7 H v I gfuser -17 TR TX S, FNHDOZ—HF—Z Lo
TARVAT LEFRT 27012207 0 v R Linux Y A7 A HEF TR 520,
¥z, Gfarm @ kv 77 4 L7 R O=2—% —|F gfarmadm THHDOT, ZOT7 7> b
REDOHRITEETH S,

1. Gfarm R O2—HF—7 H 7 iR

# gfuser -1
gfarmadm:Gfarm administrator:/:

gfarm:Gfarm administrator:/:%Eé&

2. T HWL NDOIFERER

# id gfarmadm




# id gfarm K&

3. EEFHIIT AT NEM

# /usr/sbin/adduser gfarmadm [{EEDA T 3]

4. O —F=ZHONTH, FKRICHERT D

4.3 Gfarm RO T IL—TFF7HhH 2+

=W =TI Nalkk, FV—7"T H 7 FE’gfgroup 1”7 TR L. RET B> b
DIERE . T N—TB MM —F—OBEEIT I,

¥riz, Gfarm O vy 774 L7 MY Oa2—H— -« J—7 % gfarmadm THHDT, ZD
TR NEREOHBIZTEETH D,

1. 7Ty NOFEMRAD HF 53T E)

# id gfarmadm
uid=504 (gfarmadm) gid=504 (gfarmadm) groups=504 (gfarmadm)

2.  Gfarm #R® gfarmadm 7 /v —7 &2 —H —HEd (B2 —P —3LE)

# gfgroup -1 gfarmadm

gfarmadm: gfarm gfarmadm gfarm?

3. Linux ¥ A7 AD 7 )N— 7B hla—F —ffgi(gfarm, gfarm2 23501 L TV 720 V3)

# groupmems -g gfarmadm -1

gfarmadm

4. RIFCWbHa—W—% 7 N—T1BMT % (gfarm, gfarm2 % 38013 % i)

# groupmems -g gfarmadm -a gfarm

# groupmems -g gfarmadm -a gfarm?2

5. o7 NL—FI1I2Ho0nT ., FEEICHERT 5

44 Linux HERO7HhHo U+

ARKH—FNVEY 2—/UfRH T Gfarm (27 7 BAL L D & T 52—%— Gfarm HIRITH
PN TWRRIT UL, % O Gfarm > 8T vy 7OFNET, Gfarm I EDOT T b
TR D,

Bl 21X, Gfarm AT root 7 H 72 R3S GEUNCERE STV WEA) . root
MERCH—FNEV 2— b7 78ALEI ELTH, TXNTHR= 7 —1272 5 (mkdir
BRETLHAA, BRIZTO A 72 8B KR,



5. SELinux DR E

SELinux 23F #h(enforcing)lZ 72 > TWAEE, MHE 7 7 A VT AT L Th D gfarm 7 7 A
NYAT NI THT 72 AT, §R_RTEEEATLES, 2079, SELinux % 4
(permissive % 721% disabled)Z3 %2>, #UNIEEE L T gfarm 7 7 A VT AT A& FFA[
LRV —mRETDMNEND D,

1. BIE®D SELinux X E% 75, Enforcing & FRrINGE61E, REELHETHLENRD
Do

# getenforce

2. —FFMIZ Permissive(#45 % fvar/log/messages (232, 727 AT —IZ LRV
B EZ 5%, LT L9175 (HEE#EI+ % & Enforcing IR S Z & IZHEE)

# setenforce Permissive

3. 1EAMIC SELinux M J 5 E ST, 778 22T =126 LARWITIE,
letc/selinux/config # LA F D L HITEEL, HiE#EhT 5,

SELINUX=disabled

Gfarm 77 ANV AT LHAOT 7B ARY) —%RET AL, U TFTOFENRD D, L
<. SELinux fgint A NEZOZ &,

1. SELinux AU o —FHY — L&A A —LT 5

# yum install policycoreutils-python

2.  SELinux 7’ Enforcing 7> Permissive ™IRHAE T, Gfarm 77— R /LE ¥ = — /LRI T7
IR AL, 77 AELE T T —%var/log/messages (ZH T (LU FIZERB)),
Mar 22 09:50:54 host kernel: type=1400 audit (1326439635.911:14) : avc:

denied { associate } for pid=18853 comm="mkdir" name="dir"
scontext=unconfined u:object r:unlabeled t:s0
tcontext=system u:object r:unlabeled t:s0 tclass=filesystem
3. UTDa~vy Faroot TEITTDE, R —HInFRIND,

# audit2allow -i /var/log/messages -m gfarm2

module gfarm2 1.0;

require |
type unlabeled t;

class filesystem associate;




f============= unlabeled t ==============

allow unlabeled t self:filesystem associate;

4, ZORY—TRITNE, RY o —%1Eml L, Bikd D

# audit2allow -1 /var/log/messages -M gfarm?2

A A A A AA XA AL A A A A A A A XA IMPORTANT E g g b b b b b g b b 2 b b b b b g g g g b 4

To make this policy package active, execute:

semodule -1 gfarm’2.pp

# semodule -i gfarm2.pp

6. FIAAE

6.1 FIARTHEREER

® Gfarm W—FNVEVa— LDty N7 v 732 BHM), 7THU v hFE@ #),
SELinux &% E(6 E)DNFEATNDL Z &
® ZTOREICHYIZ: gfarm2.conf 3H Y | gfls e ENTEHZ &

® % Gfarm v AT A0 gfsd (%, EEIL T TH WL ThibZawn, 7272 LilgEh L ¢
WRUNE T 7 AL T/O LRI H SR 22 N,

® gofmd OF 7H/NFDaART v arFyy oL confige IZHDHEREY 8 THD
(GFARM_GFMD_CONNECTION_CACHE_DEFAULT O E#FHEZH), ZDi=H 9 AH
DERT D EENETHF Yy v o LTWeERNS — DA D, #Eiit vy v a2 %
XTI, gfarm2.conf ([ZLLFOFLRZEMNT 5 Z &,

gfmd connection cache RAI AT > 3%

@ FTNRYTTEHHEAE, 2F7—u Iy — AT AN ETETEERTDHE D,
gfarm2.conf I[CLL FZIBFE L THL L RBUY,

log level debug

log message verbose level 99

6.2 h—FRIETa1—/)LO— K& ug_idmapd 2E)

root CLA TN #FHEITT 5,

# /etc/init.d/gfsk start




EEBRHC T 7 — A v —URHTWRWI L0iFh, LT &R,

® EUa—aAMr—RINn
> “I/sbin/lsmod | grep gfarm2” T gfarm2 X°, EI NS T 5 fuse, sunrpec £ =

—IDFIREND D

® ug_idmapd 23 ECHE] L 722>
>  “psax | grep ug_idmapd” CHEaR

® U7 ANDIFIELMERT S lookup ALERIZIX, FSTAT ZFH L C\W5, BIEFIELR
W7 L7 N RFHRUVERT 256, SEICFFEI S lookup ZURIZ X 5 FSTAT 23243
ENOENT =7 — T T35, 7y 7/ nJIlZz0x7—a 7R3 HTHER L TR,

H—F VTV 2—)VF, B— REFCA T Y g VEIERETE 5, BHEITIEEAETH D,

Glk:ed FERUS F 7 x )V ME

gflog_level o 7 6 (LOG_INFO)
(0=LOG_EMERG, ..., 7=LOG_DEBUG)

ug_timeout_sec | ug_idmapd & DX A L7 7 KR (7)) 1

BIZ XL T DO XD ICHIHT 5, #8722 5 E ete/init.d/gfsk A7 U 7 N OiESITEEIET D,

# /sbin/modprobe gfarm2 gflog level=7 ug timeout sec=10

63 XUk

~ v NRA VM /mnt/gfarm, FIHZ—F—4% gfarm & 55 &, root TLLT % AT
35, Gfarm =—%—{X, Gfarm VAT LT 78 AT 57200 GHRT 7 A VOB ER
ERFEALTVWDHDET D,

root TLLFZFE1TT 5,

# mount -t gfarm ¥
-o conf path=/usr/local/etc/gfarm2.conf,luser=gfarm ¥

/dev/gfarm /mnt/gfarm

~ 7 NEH LTz, LT &R T 5,

® /proc/mounts |2 EREIZEEE T DT B D

® /etc/mtab (2 EFRICEEY T DT 03H D)

® ofmd BfE)7 X |k D/var/log/messages (2, luser THE L7z —F —OFEFEAT = 70
SN GAYY/R

gfarm2 71— R /VEV 2 — AN e — REINTWRWRIEETY Y 5 & /dev/igfarm 73
W=, ENOENT (No such file or directory) =7 — & 72 %,



FVa—u— REALATS, ug idmapd 2SEE) L TW2R1F IR, /var/log/messages ([ZLLF
DELE X v e—U R D,

libgfarm: [000000] ugidmap: ID mapping failed: has idmapd started?

64 J7MIIATLFIA

Gfarm Y AT LT 7B A= =T h U MIBRo>T, U hRA L FATD
T AN AT AERIHT S,

LIFiE, R - fIfRFEHTH S,

RKUAT WL, WEDOT7 7 ANV AT KD —EMOMKEEL AR — L TRV, §F
W2, YR Y v 7 U 7T AR — R LT,

B L72WT 7B AR o258, T vy Mi%EM@ E) & SELinux 3% E(6 &)
EBBICHEO R EEToT BT, FEVa—Ar— RnoRVET I L,

gfsd 23— DO HEE) L TWARWEEE, gfmd ([2x9 5 STATFS & Tidk, FlH7 v v
¥ FAAET ey 7R Eu s, df a2 RiE, ~7 > LT THRIAT 1
v 7 BN e DGEIIFR R LRV, £V GEIEL, "df —a”vdf v A N
TERIEDHZ L, mandf [ZIXLLTFO LI IZH D,

-a, —--all
PAXN 0 7Ty IDT7ANTVATERHA D ‘ignore’ FZiX ‘auto’
D7 7ANVAT LG YA NRIRIZED D (T 74V FTIE HEhivd),

65 7Y bk

root CLA T #FHEITT 5,

# umount /mnt/gfarm

6.5 h—FRILED21—ILOT>O—F & ug_idmapd E1E

root CLA T #FHEITT 5,

# /etc/init.d/gfsk stop

10




